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1. OOD Detectors



Out-of-distribution (OOD) Data
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Challenges

* Supervise only in-distribution data

* OOD data are in high dimensional space

Closed-world Open-world
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OOD Detection

f(x;0)

in S(x;f)=>A

S: Scoring function

Trained on in-distribution data
(e.g., CIFAR-10), freeze parameters

Question: How to design the scoring function ?



Motivation: Output-Based

* Maximum Softmax Probability

Frequency
|
f(X;e) in-distribution
|
Softmax Score .
X —> — : — gy RN
[ S /) J out-of-distribution . \
=
\ / -
Maximum Softmax
, Prob~
exp (fi(x))
SS) = maX SN exp (@)
I j=1%¥PU; Overlapped

A Baseline for Detecting Misclassified and Out-of-Distribution Examples in Neural Networks, ICLR 2017



Motivation: Output-Based

* ODIN (scaling)

exp (fi(z)/T)
SX exp(fi()/T)

S-i(ﬂ.'t; T) —
* Input processing

x =x — esign(—Vylog Sy(x; 7))

e OOD Detector

1 ifmax;p(&;7T)
T

<9,
g(mg 59 Ta 5) — {0 1f111a)(z p(‘{é; > 5.

Enhancing The Reliability of Out-of-distribution Image Detection in Neural Networks, ICLR 2018



Motivation: Output-Based

* Energy

Frequency

f(x;0)

Energy Function
X —> E— —
[ E(x; f) ]

g(x;7, f) = {

Energy-based Out-of-distribution Detection, NeurlPS 2020
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Comparison

e In distribution data: CIFAR-10
e OOD data: SVHN
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Motivation: Distance-Based

* Mahalanobis distance

* Idea: Model feature space as a mixture of multivariate Gaussian

X * Test input

Penultimate layer

.
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A Simple Unified Framework for Detecting Out-of-Distribution Samples and Adversarial Attacks, NeurlPS 2018



Motivation: Outlier Exposure

* Qutliers Doe as auxiliary training data

* During Inference: Detect whether a query is sampled from Din or Dot

* Training Objective

'E(%y)NDin [[:(f(.’l?), y) + A ‘ﬂmfmp‘g}f [)COE(f(xf)? f(.’lﬁ'), y)]]

Deep Anomaly Detection with Outlier Exposure, ICLR 2019



OD Detection is mature
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Related Software

* OpenOOD

Dpen OOP

OpenOOD: Benchmarking Generalized Out-of-Distribution Detection, NeurlPS 2022



2. Attack on OOD Detectors



Adversarial OOD Data
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ATOM: Robustifying Out-of-distribution Detection Using Outlier Mining, ECML 2021



White-box attack
e L ., Attack

Qe (x) = {6 € R? | |0]|c0 < € AXx+6 is valid}

* Valid: within pixel value range (0, 255]
* For MSP, ODIN, OE:

x' = argmax —— » log F(x");
X €Qo, e (%) Z l

* For Mahalanobis:

/ 1
* T 32%2?3 a log 1 + e~ (Xe aeMe(x')+b)



Black-box attack

Gaussian Noise  Shot Noise Impulse Noise  Defocus Blur Frosted Glass Blur
e , i

Select with the one with
the lowest OOD score

Benchmarking neural network robustness to common corruptions and perturbations, ICLR 2019



Inlier Attack

* Previous Attacks are on OOD data

 Adversarial In-distribution Data

e In-distribution ===> O0OD



Motivation: Inlier Attack

* For softmax confidence measurement such as MSP, ODIN, OE, we

let In-distribution data close to uniform distribution, and maximize
the likelihood for OOD data.

0 <— randomly choose a vector from B(x, €)
fort=1,2,--- ,mdo
' —x+90
if = 1s in-distribution then
f(Tf) “— LCE(F(JEI):Z/(K)
else
U(a) = =S| Fy(a') log Fi(z')
end if
& 6 — & -sign(Vl(x"))
0 [1peed > projecting ¢ to B(z, €)

Robust Out-of-distribution Detection for Neural Networks, AAAI 2022



Motivation: Inlier Attack

 For Mahalanobis distance measurement, we want to make the
logistic regressor predict wrongly.

' —ax+0

if x 1s in-distribution then
((a’) — —logp(x)
else
U(2") <= —log(1 — p(z'))
end if
6 <+ 0+ & - sign(Vl(z))
0 < [lp.o?d > projecting ¢’ to B(xz, €)

Robust Out-of-distribution Detection for Neural Networks, AAAI 2022



3. Defense on OOD Detectors



Motivation: Informative OOD Mining

»'... ..'.
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ATOM: Robustifying Out-of-distribution Detection Using Outlier Mining, ECML 2021



Adversarial Training

* Learning Objective

minimize By ) puain [€(X, y; Fg)] + 4 - By pirain  max [6(x",K +1;Fg)] (1)

(2] out X’EQOO,E (X)

* GAN Training Objective

n}in max V(D,G) = Egpu(@ log D(x)] + E.p,_ (2 [log(1l — D(G(2)))].

* Algorithm

forr=1,2,--- ,m do
auxiliary

Randomly sample N data points from D_ * to get a candidate set S;
Compute OOD scores on S using current model Fg to get set
V={F(X)g+1 | x € S}. Sort scores in V from the lowest to the highest;

Drain  yigN : gN +n] : /* g€ [0,1-n/N] */

out
Train Fy for one epoch using the training objective of (1);

end

ATOM: Robustifying Out-of-distribution Detection Using Outlier Mining, ECML 2021



Defense for Inlier Attack

* Recall Inlier Attack:
* For Inlier Data, attack should bring down data log-likelihood

E - train log Fy(x (S 2
(2,y)~Dj; 561%?1}:{6)[ og Fy(z +9),]

* For OOD Data, attack should increase data log-likelihood

E.. poE max [LCE(F9(£+5) Uk )]
out 663(

* Follow Adversarial Tralnlng Settings

mlnmgnze E, y)~ D 661};5(1{::{@[ log Fy(z + 6),]
+A-E, opoe 5em}3?x [Lee(Fo(z +6), U )]

Robust Out-of-distribution Detection for Neural Networks, AAAI 2022



Results:

FPR Detection AUROC FPR Detection AUROC
fest (95% TPR) Error (95% TPR) Error

D Method 1 I 4 ! ! 4
without attack with attack (¢ = 1/255, m = 10)
MSP (Hendrycks and Gimpel 2016 1.13 2.42 98.45 97.59 26.02 73.27
ODI iang, Li, and Srikant 1.42 2.10 98.81 75.94 24.87 75.41
Mahalanobis (Lee et al.[2018 1.31 2.87 98.29 100.00 29.80 70.45
OE 0.02 0.34 99,92 25.85 5.90 96.09
GTSRB OE+ODIN 0.02 0.36 99.92 14.14 5.59 97.18
ADV (Madry et al.[2017) 1.45 2.88 98.66 17.96 6.95 94.83
AOE 0.00 0.62 99.86 1.49 2.55 98.35
ALOE (ours) 0.00 0.44 99.76 0.66 1.80 98.95
ALOE+ODIN (ours) 0.01 0.45 99.76 0.69 1.80 98.98
MSP ( 51.67 14.06 91.61 09.98 50.00 10.34
ODI 25.76 11.51 93.92 93.45 46.73 28.45
Mahalanobis (Lee et al. 8 31.01 15.72 88.53 89.75 44.30 32.54
CIFAR- OE (Hendrycks, Mazeika, and Dietterich|2018) 4.47 4.50 98.54 99.99 50.00 25.13
10 OE+ODIN 4.17 4.31 98.55 99.02 47.84 34.29
ADV (Madry et al.|2017) 66.99 19.22 87.23 98.44 31.72 66.73
AOE 10.46 6.58 97.76 88.91 26.02 78.39
ALOE (ours) 5.47 5.13 98.34 53.99 14.19 91.26
ALOE+ODIN (ours) 4.48 4.66 98.55 41.59 12.73 92.69
MSP (Hendrycks and Gimpel|2016 81.72 33.46 71.89 100.00 50.00 2.39
ODINLWW 58.84 22.94 83.63 98.87 49.87 21.02
Mahalanobis (Lee et al.[2018) 53.75 27.63 70.85 95.79 47.53 17.92
CIFAR. OE (Hendrycks, Mazeika, and Dietterich|[2018) 56.49 19.38 87.73 100.00 50.00 2.94
100 OE+ODIN 47.59 17.39 90.14 99.49 50.00 20.02
ADV (IMadry et al.|2017} 85.47 33.17 71.77 99.64 44.86 41.34
AOE 60.00 23.03 84.57 95.79 43.07 53.80
ALOE (ours) 61.99 23.56 83.72 92.01 40.09 61.20
ALOE+ODIN (ours) 58.48 21.38 85.75 88.50 36.20 66.61

Robust Out-of-distribution Detection for Neural Networks, AAAI 2022



Part |



1.Graph OOD Detectors



GNN OOD Detection
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GNN Baseline

* GCN

7 _ (D_UQﬁD_UQZ“_”H’m) (-1 [Z?U_l)]-z’EIa

ho(xi,0x,;) = ZEL)-
* Predictor

eh’ﬂ (xag]{) [y]

p(y | Xy gx) — ZC—I ehg(x,gx)[c] .

AR



GNNSafe (1) Data dependence

* Energy

E(X, gx; Y; hﬁ) — —hg-(X, gx)[y]
* Free energy function

E(x,Gx;hg) = —log Z eho (%:9x)|
* Loss Objective

Lsup = Ex.Gy.))~Ds, (—1logp(y | x,Gx))

— Z ( h6‘ Xz gx u]+10gzpf59

1€L, c=1

s




Motivation 1: Label Propagation

* Problem: not all graph data are labeled

* Solution: Label Propagation, a non-parametric semi-supervised
learning algorithm



GNNSafe (2) Label Propagation

* Initialize Energy

E) = [E(x;,Gx,; ho)lier
* Belief Propagation
EF) — k-1 4 (1— (E)D—lAE(k—l)j E*) — [E,-(L:)Ljel’

* Learning Objective
E(x;,Gx,: he) = B,

1

. [ 1, if E(x,Gg:he) <T
G, Gx; o) { 0, if FE(x,Gx;hg)>T



GNNSafe (3) Regularization

* Loss Objective

cg = Z(ReLU( X, Gy o) — tn))2+|%z (ReLU(tout—E(xj,ng;hg)))z

. °l ez,
\ J \ J
| |

In distribution Out-of distribution



Motivation 2: Uncertainty Estimation

* Vacuity
vaclw) =u=K/S S= Zf:l Qg v, refers to the Dirichlet strength

* Dissonance

bi : ,J)‘Bal b'jb?j
diss(w):Z( Z”&Z'J b-( ’ )) Bal(bj, b;) = 1—[b; —b;|/(b; +b;)
i=1 j#e "I

* Epistemic, Aleatoric and Entropy
P(ylz) = [ P(ylz;0)P(6|G)do

1(y,0|z,G) = H|[Epoiq) [P (ylz; 0)]] —Epoig) [H[P(ylx; 0)]]

" S S

Epistemic Entropy Aleatoric

Uncertainty Aware Semi-Supervised Learning on Graph Data, NeurlPS 2020



Motivation 3: Posterior
* Low-dimensional Space Mapping *MLPWHE{

NF p(zle=1.¢) |— 0O
ﬁit.

(v)

2 (v NF p(zle =C,¢) |— 0
ﬁ?j‘(v)
* Density measurement (pseudo-counts)
" x P(2() | ¢; )
* Input-dependent param update
peel) = ) T ) e
ap()st,(’u) = o + B(”) _\x ,. L\ l
p(’“) lf'\.a' DiI‘((]ipOSta('U}) PPR with TI, u 1% )

Graph Posterior Network: Bayesian Predictive Uncertainty for Node Classification, NeurIPS 2021



Motivation 4 Attention + Regularizer

* Attention Computation

ejj =1—|w(i) —w(j)|

exp(eij)
2keN(i)u{o;) exp(eix)

ajj = softmaxj(ejj) =

K

1 k wk
zj = softmax EZ Z a;;W"h;

k=1jeN(i)U{ov;}

* Learning Objective: Negative Loss-Likelihood

Learning on Graphs with Out-of-Distribution Nodes, KDD 2022



Motivation 4 Attention + Regularizer

* Consistency Regularizer

* W: OOD Score predicted by classifier — w=[wi,wz - w ]’
w; = o(a' Wh;)
* E: OOD Score given by entropy e = [0(é1),0(é2),- - o(epy]”
2 _ € — He
i — o
* Loss: IR
ej = H(z;) = Z lelog(zz])
j=1

con — — COS (W: e)

Learning on Graphs with Out-of-Distribution Nodes, KDD 2022



Motivation 4 Attention + Regularizer

* Entropy Regularizer

e Loss:

lel CE (u,z;) §(w(i) > e)

LZI §(w(i) > e)

-Eent —

Learning on Graphs with Out-of-Distribution Nodes, KDD 2022



Motivation 4 Attention + Regularizer

* Discrepancy Regularizer

* Two-layer GCN Loss:

Lj;s = —cos (Wl, Wz)

* Total loss:

| Vi |
1
-EOODGAT - = |(Vl| Z log(ziyf) + abXt(ﬁLcon + }/-Eent + Qv-gdis)
i=1

Learning on Graphs with Out-of-Distribution Nodes, KDD 2022



Results

GAT ODIN Mahalanobis CaGCN OODGAT OODGAT
(base)[29] [16] -Distance[14] [31] -ENT -ATT
1/ FPR@95 |
Cora 90.7/36.8 90.7/37.2 87.3/50.3 89.9/45.7 93.4/29.6 /25.0
AmazonCS 84.1/51.9 84.4/51.2 81.8/78.8 83.6/56.2 91.3/47.2 /52.0
AmazonPhoto  94.3/21.7 94.3/26.5 77.1/59.6 94.4/24.1 98.3/7.3 /4.2
CoauthorCS 96.2/19.6  96.1/19.8 94.0/25.3 95.8/22.1 99.1/2.4 /1.4
LastFMAsia 78.5/60.7 « 81.1/52.9 83.4/51.0 89.6/30.4 /25.4  90.5/26.8
Wiki-CS 80.4/62.5 80.4/62.5 74.0/74.4 82.7/54.7 /50.0 88.6/49.0

Learning on Graphs with Out-of-Distribution Nodes, KDD 2022



2. Attack and robustness on
Graph OOD Detectors



Review Graph Attack

Table 2: Categorization of representative attack methods

. ] Attack Targeted or Evasion or e L i
Attack Methods Knowledge | Non-targeted | Poisoning Perturbation Type Application Victim Model
PGD, Min-max [76] | White-box | Untargeted Both Add/Delete edges | Node Classification GNN
IG-FGSM [72] o . Add/Delete edges e
IG-JSMA [72] White-box Both Evasion Modify features Node Classification GNN
L ) White-box ) .. ) . .
Wang et al. [64] Targeted Poisoning | Add/Delete edges Node Classification GNN
Gray-box
Nettack [89] Gray-box Targeted Both Add/ ];)clctc edges Node Classification GNN
Modify features
Metattack [91] | Gray-box | Untargeted Poisoning | Add/Delete edges | Node Classification GNN
NIPA [57] | Gray-box | Untargeted Poisoning Inject nodes | Node Classification GNN
_ . . Graph Classification
RL-S2V [17] Black-box Targeted Evasion Add/Delete edges | 3 Classification GNN
ReWatt [46) | Black-box | Untargeted Evasion Add/Delete edges | Graph Classification GNN
. 1 oa White-box ) S Flip label Classification .
Liu et al. [43] Gray-box Untargted Poisoning Modity features Regression G-SSL
i _ Node Classification Network
FGA [13] White-box Targeted Both Add/Delete edges Community Detection | Emebdding
. . . Network
GF-Attack [9] Black-box Targeted Evasion Add/Delete edges Node Classification .
Emebdding
Node Classification Network
3 svralrl o p = arlo 1, 3 - Slate o —
Bojchevski et al. [5] | Black-box Both Poisoning | Add/Delete edges Community Detection Emebdding
Knowledge
Zhang et al. [81] White-box Targeted Poisoning | Add/Delete facts | Plausibility Prediction Graph
Embedding
Community
CD-Attack [38] Black-box Targeted Poisoning | Add/Delete edges | Community Detection Detection
Algorithm

Adversarial Attacks and Defenses on Graphs: A Review, A Tool and Empirical Studies, SIGKDD Explorations



Traditional Graph Attack

Bad
* To fool the classifier but not OOD detector

Good
e Can create OOD data from In-distribution data.



My ldea

1. Use graph attack to generate some OOD nodes from the original
graph.

2. Use Inlier / Outlier attack from ALOE to built adversarial samples

3. Test the robustness of OOD detectors such as GNNSafe.

4. Adversarial Training on graph OOD.



Any Question ?



Thanks'!
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